
hanboer.nl	
  

SOC	
  2	
  /	
  SOC	
  3	
  
Service	
  Organiza6on	
  Control	
  report	
  	
  

Round	
  table	
  3	
  November	
  2014	
  



hanboer.nl	
  

What	
  it	
  is	
  about	
  

2	
  



hanboer.nl	
  

What	
  you	
  can	
  expect	
  

IFAC	
  assurance	
  reports	
  

	
  ISAE	
  3402	
  /	
  SOC	
  1	
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  2	
  

SOC	
  3	
  

ISACA	
  en	
  SOC	
  2	
  /	
  SOC	
  3	
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Assurance	
  reports	
  

•  ISACA	
  
–  ITAF	
  (IT	
  assurance	
  framework)	
  

•  AICPA	
  
– US	
  GAAS	
  	
  

•  Accountants	
  rest	
  of	
  the	
  world	
  
–  IFAC,	
  IAASB*),	
  ISAE	
  standards	
  
	
  

*) International Auditing and Assurance Standards Board 
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Assurance	
  regarding	
  	
  
Service	
  Organiza6ons	
  

User entity 

Services  
outsourced 

Services 
 Provided 

Service Organization 

Scope of a 
SOC Report 
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Standard	
  3402	
  /	
  SOC	
  1	
  

AICPA service organization logo 

Standard	
  
3000	
  

Standard	
  
402	
  

Standard	
  
3402	
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3.	
  This	
  ISAE	
  applies	
  only	
  when	
  the	
  service	
  organiza6on	
  is	
  
responsible	
  for,	
  or	
  otherwise	
  able	
  to	
  make	
  an	
  asser6on	
  
about,	
  the	
  suitable	
  design	
  of	
  controls.	
  This	
  ISAE	
  does	
  not	
  
deal	
  with	
  assurance	
  engagements:	
  	
  
(a)  To	
  report	
  only	
  on	
  whether	
  controls	
  at	
  a	
  service	
  

organiza6on	
  operated	
  as	
  described,	
  or	
  	
  
(b)  To	
  report	
  on	
  controls	
  at	
  a	
  service	
  organiza6on	
  other	
  

than	
  those	
  related	
  to	
  a	
  service	
  that	
  is	
  likely	
  to	
  be	
  
relevant	
  to	
  user	
  en66es’	
  internal	
  control	
  as	
  it	
  relates	
  
to	
  financial	
  repor6ng	
  (for	
  example,	
  controls	
  that	
  
affect	
  user	
  en66es’	
  produc6on	
  or	
  quality	
  control).	
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IT	
  Service	
  organiza6on	
  

This	
  ISAE,	
  however,	
  
provides	
  some	
  guidance	
  for	
  
such	
  engagements	
  carried	
  
out	
  under	
  ISAE	
  3000.	
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Answer	
  AICPA	
  for	
  	
  
IT	
  Service	
  Organiza6ons:	
  	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  SOC	
  2	
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Based	
  on	
  US	
  a_esta6on	
  
standard	
  AT	
  101	
  and	
  	
  
Trust	
  Services	
  Principles	
  and	
  
Criteria	
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Trust	
  Services	
  principles	
  for	
  SOC	
  2	
  and	
  SOC	
  3	
  
Common	
  Security	
  Criteria	
  	
  

n  Organization and 
management 

n  Communications 
n  Risk Management and 

Design and 
Implementation of 
Controls 

n  Monitoring of Controls 
n  Logical and Physical 

Access Controls 
n  System Operations 
n  Change Management 

Availability	
  	
   ConfidenAality	
   Processing	
  
Integrity	
  

n  Accessibility 
of the system 
as committed 
by contract, 
SLA, or other 
agreements 

n  Protect of 
confidential 
information in 
accordance 
with the 
organization’s 
commitments 
and 
requirements 

n  Completeness 
validity, 
accuracy, 
timeliness, 
and 
authorization 
of system 
processing 

Privacy	
  

n  In US and 
Europe under 
construction 

•  The	
  Trust	
  Services	
  Criteria	
  (excluding	
  Privacy)	
  were	
  updated	
  in	
  February	
  2014.	
  	
  	
  
•  EffecAve	
  for	
  periods	
  ending	
  on	
  or	
  aMer	
  15	
  December	
  2014.	
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Trust	
  services	
  criteria	
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components	
  in	
  scope	
  of	
  the	
  criteria	
  

Infrastructure,	
  physical	
  IT	
  structures	
  

SoMware,	
  applica6on	
  and	
  IT	
  system	
  so`ware	
  

People,	
  personnel	
  involved	
  in	
  governance,	
  opera6on	
  and	
  use	
  

Processes,	
  automated	
  and	
  manual	
  	
  

Data,	
  transac6ons,	
  files,	
  databases	
  

principle	
   Number	
  of	
  criteria	
  

Security	
   28	
  common	
  criteria	
  

Availability	
   28	
  common	
  +	
  3	
  addi6onal	
  

Processing	
  Integrity	
   28	
  common	
  +	
  6	
  addi6onal	
  

Con6nuity	
   28	
  common	
  +	
  6	
  addi6onal	
  

Privacy	
   under	
  construc6on	
  	
  

Type	
  1	
  

Design	
  and	
  
implementation	
  

Type	
  2	
  

Design	
  and	
  
opera6onal	
  
effec6veness	
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Test	
  work	
  done	
  by	
  the	
  auditor	
  

Type	
  1	
  
•  Inquiry	
  
•  Inspec6on	
  
•  Observa6on	
  

Type	
  2	
  
•  Inquiry	
  
•  Inspec6on	
  
•  Observa6on	
  
•  Re-­‐performance	
  

For	
  SOC	
  2	
  /	
  3	
  minimum	
  period	
  	
  
of	
  opera6ng	
  effec6veness	
  not	
  
defined	
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Specific	
  
day	
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Illustra6on	
  of	
  common	
  criteria	
  CC6.0	
  



hanboer.nl	
  

SOC	
  2	
  Report	
  Structure	
  
Report	
  structure	
  

Auditor’s	
  Opinion	
  

Management	
  Asser6on	
  

Descrip6on	
  of	
  system	
  and	
  en6ty	
  
level	
  controls	
  

Criteria	
  
+	
  

Controls,	
  tests	
  of	
  opera6ng	
  
effec6veness	
  and	
  results	
  of	
  tests	
  

Other	
  Informa6on	
  

Restricted	
  use	
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   Source:	
  h_ps://cloudsecurityalliance.org/download/cloud-­‐controls-­‐matrix-­‐v3/	
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Source:	
  h_p://www.isaca.org/Knowledge-­‐Center/Research/ResearchDeliverables/Pages/SOC-­‐2-­‐User-­‐Guide.aspx	
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SOC	
  Reports	
  for	
  Different	
  Scenarios	
  

ISAE3402 /SOC1   
Financial Reporting  
Controls 

SOC2/SOC3 
Operational Controls 

l  Financial services 
l  Asset management and 

custodial services 
l  Healthcare claims  

processing 
l  Payroll processing 
l  Payment processing 

l  Cloud ERP service 
l  Data center co-location 
l  IT systems management 

l  Cloud-based services 
(SaaS, PaaS, IaaS) 

l  HR services 
l  Security services 
l  Email, collaboration 

and communications 
services 

l  Any service where 
customers’ primary 
concern is security, 
availability or privacy 
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SOC	
  3	
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Source:	
  h_ps://www.dropboxatwork.com/tag/security/	
  

•  Based	
  on	
  Trust	
  Service	
  
Principles	
  and	
  Criteria.	
  

•  Short	
  form	
  report.	
  
•  For	
  general	
  use	
  /	
  
distribu6on.	
  

•  Carve out of subservice 
provider(s) not permitted.  

•  Modified Opinion not 
allowed.	
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SOC	
  2	
  

Includes	
  detail	
  on	
  the	
  
service	
  provider’s	
  

controls,	
  the	
  auditor’s	
  
detailed	
  test	
  procedures	
  

and	
  the	
  
test	
  results	
  of	
  those	
  tests	
  

Provides	
  an	
  overall	
  
conclusion	
  on	
  whether	
  the	
  

service	
  provider	
  achieved	
  the	
  
stated	
  Trust	
  Services	
  

Principle	
  

The	
  report	
  enables	
  the	
  
reader	
  to	
  assess	
  the	
  
service	
  provider	
  at	
  a	
  
more	
  granular	
  level	
  

Where	
  the	
  service	
  detail	
  and	
  
descripAon	
  of	
  tests	
  of	
  

controls	
  and	
  results	
  are	
  not	
  
needed	
  by	
  report	
  users	
  or	
  

where	
  service	
  providers	
  may	
  
not	
  be	
  willing	
  to	
  share	
  a	
  

detailed	
  report	
  

SOC	
  2	
  /	
  SOC	
  3	
  Report	
  Comparison	
  
SOC	
  3	
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Recap	
  	
  
Service	
  Organiza6on	
  Control	
  Reports	
  
Report	
   Scope/Focus	
   Summary	
   Applicability	
   Standard	
  

Standard	
  3402	
  /
SOC11M	
  	
  

Internal	
  Control	
  
Over	
  Financial	
  
Repor6ng	
  

Detailed	
  report	
  for	
  
customers	
  and	
  
their	
  auditors	
  

n  Focused	
  on	
  financial	
  repor6ng	
  risks	
  and	
  controls	
  
specified	
  by	
  the	
  service	
  provider.	
  	
  

n  Most	
  applicable	
  when	
  the	
  service	
  provider	
  
performs	
  financial	
  transac6on	
  processing	
  or	
  
supports	
  transac6on	
  processing	
  systems.	
  

ISAE	
  3402	
  /	
  

AT	
  101	
  	
  

SOC2SM	
   Security,	
  
Availability,	
  
Processing	
  
Integrity,	
  
Confiden6ality	
  
and/or	
  Privacy	
  

Detailed	
  report	
  for	
  
customers	
  and	
  
specified	
  par6es	
  

n  Focused	
  on	
  Security,	
  Confiden6ality,	
  Availability,	
  
Processing	
  Integrity	
  and/or	
  Privacy.	
  	
  

n  Applicable	
  to	
  a	
  broad	
  variety	
  of	
  systems.	
  

AT	
  101	
  /	
  

ISAE	
  3000	
  

SOC3SM	
   Same	
  as	
  SOC2SM	
   Short	
  report	
  that	
  
can	
  be	
  generally	
  
distributed,	
  with	
  
the	
  op6on	
  of	
  
displaying	
  a	
  web	
  
site	
  seal	
  

n  Same	
  as	
  above	
  without	
  disclosing	
  detailed	
  controls	
  
and	
  tes6ng.	
  

n  Op6onally,	
  the	
  service	
  provider	
  can	
  post	
  a	
  Seal	
  if	
  
they	
  receive	
  an	
  unqualified	
  opinion.	
  

AT	
  101	
  /	
  

ISAE	
  3000	
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   Objec6ve	
  achieved?	
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Responsibilities 

. 
Email:  han@hanboer.nl 
Tel:     0651261402 

These	
  slides	
  are	
  intended	
  solely	
  for	
  par6cipants	
  in	
  the	
  ISACA	
  Netherlands	
  round	
  table	
  of	
  3	
  
November	
  2014	
  to	
  support	
  the	
  explana6ons	
  given	
  and	
  may	
  not	
  be	
  used	
  for	
  other	
  
purposes.	
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